OnePoint Device Manager (OPDM) Client Software

Install Instructions (for V 2.1.5 or V6.0.4)

Introduction:

The following instructions should assist in installing the OnePoint Device Manager software, used to allow the Credit Card swipe device to communicate as part of the OnePoint PoS solution.  This software should be installed on any machine used by a cashier taking Credit Card payments where a Card Swipe device is being installed.  Please do not hesitate to contact Click2Gov/OnePoint Support if you need assistance with these instructions.

Note: Normally, the first installation of this software is completed and tested by a OnePoint PoS Installation Specialist while onsite.  Following completion of that process, they will provide you with a “Master Keystore” used in the final steps of these instructions.

Prerequisites:

Before beginning the installation please verify the following:


The software is being installed on a machine running the Windows 2000 or XP operating system.


Java version 1.4.2 or later must be installed on the machine where OPDM will be running. 


The machine must be able to communicate to and from the Windows machine running the OnePoint Payment Engine via ports 1099 and 7080.  Therefore, make sure nothing is blocking these ports such as:


Windows Firewall, if running on the same machine as OPDM, will block these by default.  Rules can be added in Windows Firewall to allow communication via these ports.


Otherwise, make sure nothing on your network is blocking communication between the OnePoint Payment Engine and machine running OPDM (such as the Payment Engine being in a DMZ, firewall between the two, etc).


You must be logged into Windows as a user with Admin privileges when installing the OPDM software.  


Any Windows user account (local or domain) can utilize the OPDM software, provided they are given full authority to the HTE folder created after the install (typically right off the “C” drive).


You will need two files to install the software.  The file for the Installation Wizard, “KL_DevMan_V2.1.5.exe”, may be in a zipped format.  
Note: If upgrading to or running OnePoint Core software V6.0.4, you will need V6.0.4 of Device Manager.  Instructions for upgrading can be found in the addendum sections below.  You will also need the file “rmiserver.jks”.  Both will be provided by the Installation Specialist while onsite. 


The card-reading device should be plugged in and working before running the installation wizard.  Windows (2000 and above) should automatically detect the device and install the appropriate drivers.  The LED light on the reader should turn green and you will typically get a message indicating the device was successfully installed (in the system tray on the bottom right).  Make sure the part numbers match the following: 


Magtek MiniSwipe USB Card Reader (part number 21040103 or 21040104)


Magtek MiniSwipe RS-232 Card Reader (part number 21040074 or 21040082)

Installation Instructions:

1. Run the OnePoint Device Manager Installation wizard by double-clicking the file indicated in the Prerequisites.
2. Once the wizard starts Click “Next”
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3. The Drive Letter can be of your choosing, preferably a non-removable drive.
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4. Hit “Next” to continue and files will be installed.
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5. The next screen will prompt the user to specify a location for the Master Keystore file rmiserver.jks.  This file (mentioned earlier in the Prerequisites section) is a shared file used as a means of simplifying the installation.  The “Please specify whether… using a master keystore” prompt should typically be answered as “Yes” unless your Implementation Specialist states otherwise.
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At that point, the browse button will be active.  The user can click the button to select the location of the master keystore.  This location can be a folder located in any mapped drive accessible from the local PC such as a flash drive or a mapped network share.  If the selected directory does not contain a valid RMIServer.jks keystore file, a screen will indicate this.  You will need to go back and select a folder containing a valid keystore before proceeding.  
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6. The Card Reader Device type should match the description of the device plugged into the computer (USB or RS-232).  The Keystore Password corresponds with that of the Master Keystore “rmiserver.jks” and will be provided by your Installation Specialist.  NOTE: You will be responsible for keeping this password handy and storing it in a safe place.  
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7. Hit “Next” and “Finish” at the following prompts.  If you do not choose to restart the computer when prompted, the two services that control OPDM will need to be manually started before you can use the software.  Please see the Addendum section for more information. 
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Addendum 1 – Upgrading OPDM:
1. Run the OnePoint Device Manager Installation wizard by double-clicking the file indicated in the Prerequisites.

2. Once the wizard starts Click “Next”
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1. The Drive Letter can be of your choosing, preferably a non-removable drive.
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2. If the application was already installed, the wizard acknowledges this and prompts the user to “Update my existing application”.  Check the box and you will be able to hit the “Next” button to continue.
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3. Hit “Next” and “Finish” at the following prompts.  If you do not choose to restart the computer when prompted, the two services that control the software will need to be manually started before you can use the software.  Please see the Addendum section for more information.
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4. After the installation is complete you will need to check the file “wrapper.conf” found in the folder structure <<drive>>:\HTE\OnePoint\CardTerminal\cfg\service for the following
The “restricted.policy” should be commented out (“##”) and the “grantall.policy” should be active.  The below settings would need to be changed:
wrapper.java.additional.1=-Djava.security.policy=./cfg/restricted.policy
## wrapper.java.additional.1=-Djava.security.policy=./cfg/grantall.policy
To the following:
## wrapper.java.additional.1=-Djava.security.policy=./cfg/restricted.policy
wrapper.java.additional.1=-Djava.security.policy=./cfg/grantall.policy
After making the above change, you will want to restart the services.  The services are: “Java RMI Registry” and “OnePoint POS Device Manager” (Note: they are the first and last services listed in the screenshot below.  The below screen can be accessed by clicking Start ( Run ( and typing “services.msc” in the Run Window).
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5. Addendum 2 – Master Keystore and Additional Setup / Troubleshooting Info:
6. If the installation instructions were followed correctly, the shared keystore (“Master Keystore”) file RMIServer.jks should have been copied into the directory: <<drive letter>>:\HTE\OnePoint\CardTeminal\cfg.  
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7. Successful installation should result in the two services below being created.  Both should show as “Started” in the status column after a reboot (they should also be able to be manually started successfully.  The services are: “Java RMI Registry” and “OnePoint POS Device Manager” (Note: they are the first and last services listed in the screenshot below.  The below screen can be accessed by clicking Start ( Run ( and typing “services.msc” in the Run Window).
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8. If the “OnePoint POS Device Manager” service will not start, it is likely that the wrong password was used when prompted in step 6 above.  To confirm this is the case browse to the directory: <<drive letter>>:\HTE\OnePoint\CardTeminal\log and open the file onepoint.log. 
9. This file will likely show an error “Keystore was tampered with, or password was incorrect”.  If so, browse to the file wrapper.conf in the directory <<drive letter>>:\HTE\OnePoint\CardTeminal\cfg\service.  
10. Open this file and look for the parameter “wrapper.app.parameter.3=<PASSWORD>>”.  Check to make sure the password for the rmiserver.jks keystore is correct as provided by your Implementation Specialist.  If you need to correct it, do so, save the file, and attempt to start the one point POS Device Manager service again.
Addendum 3: Uninstalling the OnePoint Device Manager Software:

The following is a quick reference guide for uninstalling the OnePoint Device Manager software (and associated services).  Please contact Click2Gov / OnePoint POS Support if further assistance is needed.

1.
Make sure you are logged into windows as any user with administrative privileges.  Stop the “JavaRMI Registry” and “OnePoint POS Device Manager” services (displayed at the top and bottom of the screenshot below).  If the status column shows the services as “Started”, right-click them and select “Stop” from the menu.
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2.
Run the following file: <<drive_letter>>:\HTE\OnePoint\CardTerminal\UninstallApp-NT.bat by double-clicking it. This will remove the “OnePoint POS Device Manager” service.
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3.
Run the following file: <<drive_letter>>:\HTE\OnePoint\UNWISE.EXE by double-clicking it and choose the following options 
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-
 “Custom” Method of uninstall (“Next”)
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-
“Select All” Files to be deleted (“Next”)
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-
“Select All” Uninstall Directory (“Next”)
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-
“Select All” INI Entries (“Next”)
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-
“Select All” Registration Database Keys that were created (“Next”)
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-
“Select All” Registration Database Keys that were changed (“Next”)
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-
“Select All” Subsystems (Java RMI Registry) (“Next”)
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-
Then Choose “Finish”
At this point, both services should be removed (referenced above), any related registry entries should be removed, and any related files (the HTE folder and subfolders) should also be removed.  If they are not, restart the computer and contact support if the uninstall is still unsuccessful.

Addendum 4 – Customizable Behaviors / Other Notes:

<<drive_letter>>:\HTE\OnePoint\CardTerminal\cfg\device.cfg:
· Control the behavior and text of the graphical prompts:
· CardSwipePromptText=Please swipe card
· CardSwipeTimeoutText=The card could not be read
· CardSwipePrompt.Startup.Position=CENTER

· Control the ports that are used with the “JavaRMIRegistry” and “OnePoint POS Device Manager” Windows services
· Device.TCP.Listen.Port=7080

· Device.RMI.Registry.Port=1099

· Control how long the “Please swipe card” text appears in the graphical Window on screen (in milliseconds):
· CardSwipeTimeout=20000
· NOTE: Signature Capture is not used and the options in this file pertaining to this functionality are non-functional.
Other Notes:


If you need to remove the card reader from the computer but do not want to uninstall the software, we would recommend setting the services to run manually or disable them.  This can be accomplished by right-clicking them and selecting the properties and then changing the “Startup Type” in the dropdown appropriately.  Otherwise, you may receive an error at startup due to the fact that the "OnePoint PoS Device manager" service is set to run automatically and will attempt to establish communication with the card reader.  If you need to uninstall the OPDM software, the instructions follow.
