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________________________________________________________________________


Customer Information Systems (CX)

User PIN Creation
Upon entering the website, you will be shown a screen similar to the one pictured below.  Some of the titles and pictures may be different, but the forms, buttons, and processes should be substantially the same.  The default Sungard HTE, Inc configuration was used in the development of this document.
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If you already have a PIN registered (initialized and enabled), go ahead and sign-on by entering your account number (from your bill) and PIN.

If you do not have a PIN, please continue reading to learn how to register a PIN and enable it to gain access to your account information.

First, click on the “Create Pin” button on the left.  The system will display a screen similar to the one pictured below.  Some of the fields may be different, but the general concepts are the same.  All listed fields are required.  The information to fill out these fields can be found on your most recent bill.
Be careful to fill in the fields completely and accurately.  Click the “Submit” button to continue.
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If the fields are not filled in correctly, a message will display the first thing on the form that was incorrect.  Fix that piece of information and click the “Submit” button to continue.  If there is more than one piece of invalid information, it will continue to display messages asking you to fix them.
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If you should fail too many times, you will be displayed a screen similar to the following:
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When the form is filled out correctly (as show below with our demonstration account information)…
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You will be able to continue with the next screen (pictured below).
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Enter in the PIN you wish to use to access this web site.  Enter it again in the “Verify PIN” field to make sure we have it correctly.

Enter your email address twice (to verify it).  This email address will be used later to verify your PIN creation and for future email contacts.

Click the “Submit” button to continue.

The system will display the following screen.
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Once you have finished registering, you will be sent an email to the email address supplied on the previous screen.  This email will have the subject of “Email Address Verification” and a hyperlink.  
If you attempt to access the system without following the hyperlink in the email, you will be directed to the following screen.  This just means that your PIN has not been enabled yet.
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Click on the “Submit” button to have the system send you another email with the hyperlink to follow to enable your PIN.

To enable the PIN:

Open the email with the subject of “Email Address Verification”.

Click on the hyperlink to continue the registration and activation process.  The system will display a screen similar to the following.  
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Enter your account number and PIN and then click the “Submit” button to continue.
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Click the “Sign-On” button to view your account information.  Once you have successfully signed on to the system with your account number and PIN, the system will display a screen similar to this.

At this point, you can view your payment history, consumption, billing history, service summary, edit your account information or log off by clicking the buttons on the left.  Some of these buttons might not be displayed on every system.
If you have multiple accounts, you may want to set up a Master (Consolidated) account on this system.  To do so, click on the “Master Account Maintenance” button.  An explanation of how to set up a Master account can be found in a separate document.
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Resetting Customer PINs

If the customer needs to change his/her PIN, there is a console option for the administrator to use as follows.

Click on the Pin Maintenance button on the left.
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Enter the account number and click “Get PIN”.
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The system will display the old PIN and status.  If the PIN is initialized, it means that the user has entered their current bill information, new PIN and email address, and has been sent an email with hyperlink to enable it.  If the PIN is not initialized, that means the user has not registered (or the PIN has been reset).  If the PIN is enabled, that means that the user should be able to access the site with their account number and PIN.  If the PIN is not enabled, the user has not followed the hyperlink in the email to continue the registration process.  The picture below shows an account that has done the first part of the registration process, but hasn’t followed the hyperlink yet.
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Click the “Reset PIN” button to reset to allow the user to enter a new PIN.  
It will prompt you with a popup, making sure you want to reset the password.  Click “OK” to continue resetting the password.  Click “Cancel” if you do not want to reset the user’s PIN at this time.
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Once the PIN has been reset, the system will display the following:
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The user will need to enter in all of their current bill information to do so (see page 1).

User PIN Configuration Settings

Pictured below this description, is a snippet of the cx.cfg file that pertains to PIN configuration settings.  

Set the values after the = sign on each line to the desired setting.  The first two of these are the 

PinDistribution.AccountNumberSeperator and PinDistribution.CycleRouteSeperator settings.  These are the characters used to separate account and location codes, and cycle and route numbers.  The default setting is a dash.
Below that, you will find a series of settings that determine what will be footnoted on the initial PIN creation screen (see page 1).
The next series of setting determine which fields will be included in the customer verification process on that same initial PIN creation screen.  Account number will always be displayed, but the inclusion of the other fields is determined here.  A value of “Y” includes that field, and a value of “N” does not include it.

The final series of settings listed in this section are to configure how the fields listed above will be labeled as on the initial PIN Creation screen.  Your particular bill information may be called something different than the default labels, such as “Date of Last Bill” instead of “Bill Date”.

Note:  There is a section of the CX.CFG file for consolidated PIN setup.  This section deals with the minimum requirements of a consolidated PIN (length, number of numbers and letters, etc).  It does not deal with regular user account PIN settings.

A snippet of the cx.cfg file is listed below.

########################################################################
##                                                            




                   ##

##                       Auto Pin Distribution                    




       ##

##                                                            




                   ##

##  Pin Distribution Validate Fields valid values are Y or N.           
                               ##

##  You must set at least one of the following Parameters to Y for the                            ##

##  "Get Pin" button to display.                                                                                         ##

##                                                                                                                                       ##

##  Auto pin distribution allows the client to set certain fields that                                  ##

##  may appear on a bill as validation fields that can be used to                                      ##

##  verify a citizen for account access.                                                                              ##

##                                                                                                                                       ##

##  Dates format must be in the format MMDDYY                                                         ##

##                                                                                                                                       ##

#######################################################################
##

PinDistribution.AccountNumberSeperator=-

PinDistribution.CycleRouteSeperator=-

PinDistribution.FootnoteMarkAccountNumber=Y

PinDistribution.FootnoteMarkPreviousBalance=N

PinDistribution.FootnoteMarkTotalAmountDue=N

PinDistribution.FootnoteMarkCycleRoute=N

PinDistribution.FootnoteMarkDueDate=N

PinDistribution.FootnoteMarkLastPayDate=N

PinDistribution.FootnoteMarkBillDate=N

PinDistribution.BillDate.Validate=Y

PinDistribution.DueDate.Validate=Y

PinDistribution.PreviousBalance.Validate=Y

PinDistribution.TotalAmountDue.Validate=Y

PinDistribution.CycleRoute.Validate=Y

PinDistribution.LastPayAmount.Validate=N

PinDistribution.LastPayDate.Validate=N

PinDistribution.BillDate.Label=Bill Date:

PinDistribution.DueDate.Label=Due Date:

PinDistribution.PreviousBalance.Label=Previous Balance:

PinDistribution.TotalAmountDue.Label=Total Amount Due:

PinDistribution.CycleRoute.Label=Cycle and Route Number:

PinDistribution.LastPayAmount.Label=Last Payment Amount:

PinDistribution.LastPayDate.Label=Last Payment Date:
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